Chrome River

Chrome Riveris an optional hybrid application that offers MERCURY customers an easier way
to log in to the full Chrome River app using Single Sign-On (SSO) authentication or by
enabling mobile biometrics like fingerprint and face identification. By downloading Chrome
River to their mobile devices, users can easily create, submit, and approve expense reports
and invoices on-the-go, approve transactions, upload receipts and much more.

System Requirements
Chrome Riveris available for Apple iPhones running the latest iOS and for Android phones
running Nougat and all newer versions of Android.

Chrome Riveris only available for Chrome River MERCURY customers; Chrome River
PLATINUM is not supported.

Download Chrome River
1. Open the Apple App Store or Google Play app and search for "Chrome River."

2. Click on the blue CR icon to download Chrome River.
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Chrome River

Setup and Email Verification
The first time you open Chrome River, you will be required to verify your email address. This
step must only be completed once; the next time you launch the app, you will be taken
directly to the login page.

1. Enter the primary email address associated with your Chrome River account, then tap
GET STARTED.

CHROME

Let's Get Started!
Please enter the primary e-mail used for
your Chrome Rive

Get Started

By using our app, you agree o our

2. Once your email has been verified, you will be redirected to the login page.
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Chrome River

HoE il 68% m10:3

Your account is ready!
Taking you to your login page now...

SSO LOGIN
If your organization uses a Single Sign-On service like Octa, OnelLogin or Microsoft, you
will be taken to that login screen when you open Chrome River.

To log in, use the credentials provided by your organization for authentication with your
Single Sign-On provider.
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Chrome River

Y9l 63% B 10:45 AM

onelogin

€3 Connecting to Application

Username

Remember my username

Forgot Password

Powered by Onelogin [erms Privacy Pollicy

STANDARD LOGIN

If your organization does not use Single Sign-On, you will be taken to the standard
Chrome River login screen.

To log in, use your Chrome River user ID, password and company ID.
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Chrome River

Remambear me

Enable Biometric Login
If your organization does not use SSO, you will be asked to enable biometric identification the
first time you log in via Chrome River. If you enable biometrics, you will not need to check the
Remember Me box on the login screen, nor will you need to enter your password the next

time you log in. Instead, you will simply give your fingerprint (Android and iOS) or use Face
ID (i0S).

1. Make sure the biometric selector is on, then tap CONTINUE.
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Chrome River

] J '
e’ Enabling Fingerprint
L J will make it easier to

login to Chrome River.

Enabling Face ID will make it easier
to login to Chrome River.

Fingerprint
Al k and secure access to

Face ID

sick and sEcure access 1o Wour .

Continue

Ask me later Ask me later

2. Your device will prompt you to confirm the use of biometrics. Tap OK.
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Chrome River

Do you want to allow
“"Chrome River" to use Face
ID?

Enabling Face ID allows you quick and
Secure access 1o your account,

Don't Allow OK

Continue

If you turn off the biometric toggle or tap ASK ME LATER, you will not be able to use
biometric login with Chrome River until you enable it in the Personal Settings tab of your

Chrome River Settings. Apple users will also need to enable biometrics in their device settings.
If you are an Android user, skip to Step 3.

1. Access your Apple device's SETTINGS screen, then tap on CHROME RIVER.
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Chairish

ChargePoint

Chase

Chrome

Chrome River

Citymapper

Costco

0 8@ 00

Cozi

B crsnae

2. Tap the toggle to switch on biometric identification.

4:44 ol T

{ Settings Chrome River

3. Now open Chrome River on your Apple or Android device and tap your USER ICON. Then
tap SETTINGS.
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Carrie

Last login: 10/30v201% at 3203 PM

Seltings

Help

Logout

2. Tap PERSONAL SETTINGS.
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Chrome River

Carrie

3. Tap ENABLE FACE ID or ENABLE FINGERPRINT, depending on your device's
capabilities.

¢ Note that this option is only visible when accessing Settings from the mobile app.
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Account Information

FPassword

Enable Face ID

Email Addresses

Frimmary Emall

Enable Camera Access
The first time you attempt to upload an image by taking a photo with your device's camera,
you will be prompted to allow Chrome Riverto access the camera.

“Chrome River"” Would Like to
Access the Camera
Camera Access is required for taking

photos and uploading te your account

Don't Allow OK

Cancel
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Chrome River

If you tap DON'T ALLOW, the camera screen will remain black any time you attempt to take
a photo with your device from inside Chrome River. If you later decide to allow Chrome River
to access your device's camera, follow these steps to enable it.

iI0S
1. Access your device's SETTINGS screen, then tap on CHROME RIVER.
4:47 oW T .
Settings

Chairish

©

ChargePoint
Chase

Chrome

Chrome River

Citymapper

s @06

Costco

Cozi

B crstae

2. Tap the toggle to switch on camera permission.

1:48 ol T .
{ Settings Chrome River
B Camera [
Face ID v

A Siri & Search

Android
1. Access your device's Settings screen and tap APPS & NOTIFICATIONS.
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HE Il 46% @ 10:33 AM

( Search settings

Metwork & internet
Wi-Fi, Data usage, Tethering

Connected devices
Bluetooth, Screen sharing, MFC

B

Sound
Volume, Ringtone, Notification sound

@ 6

Display

Brightness, Home screen

Lock screen & security
Screen lock, Fingerprints, Location

@

Extensions
Smart cleaning, Floating Bar

Apps & notifications
App info, Notifications

m Battery

Battery saver, Power saving exclusions

@ Storage

Imtermnal storage

J @) O

2. Tap APP INFO.

HE 6% @ 10:33 AM

< Apps & notifications

App info
239 apps installed

Notifications
App permissions
Default apps

Special access
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3. Tap CHROME RIVER.
all 45% @ 10:35 AM

< Appinfo

Installed apps

Chase
E 829 ME

Chrome
G- 1.20 GE

Chrome River
63.75 MB

Citi Mobile

227 ME

Clock
17.53 MB

O 8| @

4. Tap PERMISSIONS.

Al 45% @ 10:35 AM
< Appinfo

Chrome River

Installed

Uninstall Force stop

App notifications

Permissions

No permissions granted

Storage

63,49 MB used in internal memary

Data usage
18.11 KB used since Nov 4

Battery
Mo battery use since last full charge

Open by default

Mo defaults set

ADVANCED

4 o 0

Chrome River Confidential and Proprietary Information Page 14
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5. Tap the toggle to switch on camera permission.
BBE@E - R &G 77 4% 81038 AM

¢  App permissions ®@

Chrome River

[&] Camera .

- Storage

Log Out
When you log out of Chrome River, you will see this screen. Tap BACK TO LOGIN when you
are ready to log in again.

CHROME

LET BUSINESS FLOW

Back to login
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ADMIN: Configure Your Organization's SSO Login Page
If your organization uses Single Sign-On, an administrator will need to be sure that the SSO
login page is correctly configured for access via the Chrome River mobile application.
Complete details on SSO can be found in Single Sign-On Admin Screen.

1. Tap the MENU button in the upper left corner, then ADMIN SETTINGS.

2. Tap SECURITY > SINGLE SIGN-ON.

Master Data SSO Redirect UR

Your users will be rederected 1o the following URLS during login

/7

To update your certificates successtully, please follow these steps:

chromewaliet.com

Secumty
' Last Updated

Expires

:] S s
P Bockng

Company 1D

Customer 1D

3. If the SSO Redirect URL section already has a URL populated, it is more than likely your
organization already has a working SSO login page configured for the Chrome River mobile
application. Only update this link if your users are not seeing the correct SSO Login
page.

If the SSO Redirect URL section is blank or your users will not be able to access Chrome
River via the app, click the pencil icon to enter or edit the URL.
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¢ Note that all users will need to delete and reinstall the Chrome River app once
you have made this change.

5SSO0 Redirect URL

Your users will be redirected to the following URLS during login.

htips:#app.chromeriver. com/login/sso/saml?Company’ I‘

4. Enter the full URL your organization's users should click to access Chrome River. Note that
this may not be the same as the link they are taken to after they click.

e If you have the link bookmarked, edit the bookmark in order to copy the full, original
link—NOT the link that appears in the address bar once the browser has redirected to
your SSO login page.

EXAMPLES

Your organization's SSO will either be IDP-initiated or SP-initiated. Each of these has a
unique URL format, and SP has two formatting options. Here are some examples:

e IDP: piedpiper.chromeriver.com
e SP: https://app.chromeriver.com/login/sso/saml?CompanyID=|[piedpiper]
e SP: https://app.chromeriver.com/login/sso/saml/mercury?CompanyID=|piedpiper]

5. Click SAVE.
SS0 Redirect URL

Your users will be redirected to the following URLS during legin

hitlps:Napp chromediver. comdoginesasami? Company ID=phedpiped

6. Now test the link on your own mobile device by installing—or deleting and reinstalling—the
Chrome River mobile app and confirming that you are able to log in to Chrome River through
your SSO login page.

7. Instruct your organization's users to delete and reinstall the ChArome River app in order to
access the new URL you entered.
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